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As the year draw to a clos8JSP sets its sights on a new milestone as
2010 approaches. Working with the Institute of Systems Science (ISS) as
our partner, we are making good progress in developing our certification
preparation coues and examinations programme for launch at the start of
next year. Come 2010, AISP will offer infocomm security practitioners an
opportunity to attend formal classroom training addaening and sit for a
certification examination at the end of the ceurfhe plan is to do two
runs per calendar year. We will announce more details of this exciting
programme early next year.

You may havéeen receiving emaifsom usto join our discussion forum at Linkedlhhis

is an excellent platform for you to shat@ur views and ideas amongst your peBesides
discussions, we hawwsoadded a new iteran recommended readis on InformationSecur

ity. Do sgn up and participate actively in our discussidfuilst on the topic on the usage of
social media, we hava thisissuea n a r t Rrevdnteng informafion security breaches on
Soci al Medi ao.

We will be rounding up our Academic Series for the yeiin a final seminathis monthon
Enterprise Log Management Texitiogy and Development®o remember to sign Upr it!

This will be the last issue ahe AISP eNewsletterfor the year We would like to take this
opportunity to thankhose whdave contributed their artidéo AISP.If you do have articles

you wish to contributdor 201Q please email to our setariat atsecretariat@aisp.syVe

would also like to thank those who have generously given their time to lecture at our 9
Academic series seminars this year, our sponsors and many others who have in one way or
another, helped AISP during the year.

Best wishes for the coming holiday seasons!

LT =0 I 1=V o P ERPTRR
President
Association of Information Security Professionals
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HelloSecure@SG Competition at Nanyang

Polytechnic

3 Days ofhelloSecure@SG competitiori 23 to 25 September 2009

Hi all, my name is Brandon Lum, the team leader of CDS Q from

n Temasek Polytechnic Informatics & IT School Diploma in Cyber &
Digital Security. In this article, |1 will share with you some of my
personal experiences and views on the recently held helloge8@Ge
competition.

This was a secure coding competition where teams had to create a
functional and secure web application in 2 days of intense coding.

About helloSecure@SG

What | liked about this competition was that it was something new, a fresh idea. This
was the first secure coding competition in the region, and | felt that it was a very
unique idea. As an IT security student, | have heard often on the need to writredug
software, software with a seeumarchitecture, etc. However, many of us stayed focus on
featurerich applications, and do not put secure coding into practice. This competition has
allowed me to learn several things, how to design secure applications and how to code
securely.

In this aricle, | will be sharing with you several things, including, what it was about, some of
the things we did, the difficulties that we faced, and of course, why | felt that this competition
was enriching.

Com petition Taskaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

We were given 2 days, 12 hours per day (from 8am to 8pm) to code. We had to code a media
portal to allow vendors to upload music files for sale. Users are able to buy, download, and
administrators to administer the site. the name of the competition suggests, all of this were

to be done in consideration about of security! There were many interesting features to be
implemented such as ensuring that the user can only download the file once.
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What We Did

As it was a secureoding competition, besides functionality, there were many areas to
consider. To begin with, good security comes about from good coding practices (i.e. catching
errors properly, etc.), and additionally, we had to prevent common web attacks such as Cross
Site Scripting and SQL injections. Thus, we implemented measures such as input validation
and made use of stored procedures. On top of secure coding, we implemented security
features such as password policies, session expiration, file checking and enaygptieth
Overall, we had a good blend of both secure coding practices as well as security features.

Our Difficulties

The journey was not always smooth, and we had our fair share of obstacles. First of all, about
2 to 3 weeks prior to the competition, theiee team had no experience with ASP.NET, and
only a few of us had coded web applications before. However, in spite of the shortage of
time, we had been able to pick up and familiarize ourselves with the language.

The next obstacle we faced was during tompetition. No participants were allowed internet
access, and we only had the local MSDN documentation to work with. This made it very
challenging as we were very much reliant on the internet as a source of answers and we had
to use the local MSDN insad.

Our Thoughts

In conclusion, | felt that it was an enriching experience. The task was exemplified from real
world working challenges. Aside from the technical aspects, there were many other things to
worry about, such as time, resource and scope.|8ind a project in a corporate
environment, there were questions raised such as: What is more critical? What is the risk
level? What is the impact? Additionally, this was the first eod¢he-spot competition in

which we had participated in. It has beanenjoyable experience to see how much we were
capable of, in just a total of about 24 hours of coding.

The buzzer round kept us intrigued as it posed many questions which kept probing us to think
hard. It also allowed us to put some of our knowledge tadmeurity into good use! After the
competition, we felt that the entire experi e

Article contributed by Branoh Lum,team leadeof thewinning team

Winners of HelloSecure@SG

1% Place: CDSQ 2" Place: PhisherX 3" Place: G2J2W
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Preventing Information Security

Breaches on Social Media

fiSocial networks provide ample opportunities to facilitate customé_" .
interaction and function asnablers for partner collaborations. It L‘;
is thus crucial for companies to examine how they can leverage a
these opportunities to help improve their internal and externall

business processes..and..commu.ni

Social media has come a long way from bangpnduit for informal discussions and casual
acquaintances. Given todayods extensive parti.i
fact that this new communication channel is here to stay. A recent Nielsen study reported that
Twittergrewamassve 1, 928 percent from June 0608 to
million monthly unique visitors. Facebook, recently reported to keep visitors on its page for a
longer time than any other website, leads all social networking sites with 87.3 mniigune

visitors in June 09.

The phenomenal growth of social media networks has overwhelmed many organizations,
who struggle externally to prevent damage to their brand equity and internally to prevent a
reduction of employee productivity, employee lealagécompany data online and system

security breaches.

In a recent survey conducted by Russell Herder and Ethos Business Law in the US, 51% of
executives feared that social media could reduce employee productivity, while 49% said that
usingsocialmediamoul d damage a companyds reputation.
AVG and CMO Council indicates that social networks are more vulnerable to security risks

as many users fail to perform basic security measures such as changing their passwords and
adjusting their privacy settings. Out of more than 250 respondents, nearly 20% have
experienced identity theft, 47% have been victims of malware infections and 55% have seen
phishing attacks. Aecent reporfrom the Web Hacking Incidents Database (WHID) found

that 19% of hacking incidents occurred on social nét& alone in the first half of this year.

Although banning use of social media tools at work to prevent information security breaches

would seem like an easy way out, the pressure is now on for companies to give staff greater
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freedom to use social netwks at work, especially as a younger generation whose lives
revolves around Web 2.0 enters the workforce. Employees are increasingly demanding for
access to social media sites which keeps them connected with their friends, family, partners
and clients. Copanies are also beginning to recognize that trusting staff to use their own
initiative and discretion, while providing guidelines, gives them a sense of empowerment, in

turn improving organisational loyalty and innovativeness.

To mitigate the risks of alwing staff access to social networks, companies should put in
place clear guidelines for social network usage and educate their staff on the dangers of
malware, viruses and phishing and how to mitigate these risks. If your company has not put
in place a scial media policy, it would be useful to refer to an online database of social
media policies from 106 companies, including IDeMicrosoft and Dow Jones.

(http://socialmediagovernance.com/p@& php.

Besides putting in place internal guidelines, companies can also put in
controls by enlisting the help of social media monitoring services to ensure
that employees are not leaking out sensitive data online. This same service
can be used to ttl conversations related to their employees, management

and their competitors. By closely monitoring mentions of their company and competitors
online, companies are not only able to prevent information security breaches, but are also

able to safeguard thrdbrand equity and receive invaluable competitor intelligence.

Social networks provide ample opportunities to facilitate customer interaction and function as
enablers for partner collaborations. It is thus crucial for companies to examine how they can
leverage on these opportunities to help improve their internal and external business processes
and communications. To prevent information security breaches, companies need to put in the
proper guidelines and controls to define boundaries and to detect ehboundaries have

been breached. Most of the time, it is not a technological failure that leads to important data

being compromised, but a management failure.

About the author

Eddie Chau formed Brandtology in 2008 after successfully incubat®gpePtelLtd, a company he
founded in 2000, to a market leader in h8ecurity Industry. Brandtology is the leader in providing
Business & Brand online intelligence services to help companies listen to the social media and make
strategic decisions for their brandts a timely manner.
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