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Who is EmpireMonkey?

The threat actor

New activity cluster

Relatively skilled cybercriminal group, financially motivated 

Use a open source tool called Empire + references to “monkey” in code 

Active since at least Oct 2018 

Target banks in Europe

Some overlaps with FIN7 group (including decoy document - source:Kaspersky)
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An historical perspective

NIC Asia Bank 
(Nepal) 
$4.4m

Far Easter Int 
(Taiwan) 
$60m

Globex bank 
(Russia) 
$6m

Bank of 
Chile 
$10m

City Union 
Bank (India) 
$1m

Undisclosed 
Mexican 
banks    
$20m

PIR Bank 
(Russia) 
$1m

Cosmos Bank 
(India) 
$13,5m 

State Bank of 
Mauritius 
$14m

Bank of 
Valletta 
(Malta) 
$15m

Multiple threat actors have targeted banks’ networks for years

2017 2019

Bank of 
Bangladesh 
$81m

Credit Dnepr 
(Ukraine) 
$10m

2016 2018
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The incident
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Threat actors TTPs: phishing domains

Financial 
regulators

October November February March May

08
Amf-fr.org

02
First French 
bank domain

21
Dutch bank 
domain

26
Second French 
bank domain

27
Generic 
Scandinavian 
regulator domain

05
Norwegian 
regulator domain

06
Danish regulator 
domain

27
Spanish bank 
domain

Financial regulator
Large bank

Large bank

Large bank
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Threat actors TTPs: phishing documents

Document title Creation Time First Submission Phishing Domain Mimicked Domain

communique-1610.doc 16/10/2018 16/10/2018 amf-fr[.]org Amf-France.org

document-a1657.doc 19/10/2018 19/10/2018 amf-fr[.]org Amf-France.org

complaint-143.doc 23/10/2018 24/10/2018 amf-fr[.]org Amf-France.org

complaint-201.doc 25/10/2018 25/10/2018 amf-fr[.]org Amf-France.org

complaint-96.doc 30/10/2018 03/11/2018 amf-fr[.]org Amf-France.org

REQUETE-45874.doc 07/01/2019 10/01/2019 - -

PO-54789.doc 29/01/2019 31/01/2019 xxxxx-compliance[.]com xxxxx.com

REQ-193.doc 21/02/2019 27/02/2019 xxxxx[.]net ; 
xxxxx-cert[.]com

xxxxx.dk;
Cert.xxxxx.com

complaint-122.doc 04/03/2019 05/03/2019 xxxxx-no.org xxxxx.no

report-122.doc 04/03/2019 13/03/2019 xxxxx-dk.org xxxxx.dk

Overview of phishing infrastructure
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Threat actors TTPs: phishing documents

Macros attempt to connect to a proxy IP address. Servers were down, so we could not retrieve the malware payload.

The connection requires a session cookie to authenticate. 
Different session cookies over the course of the campaign.

•obfuscated
•encoded (base64)

Infection lifecycle

October - March 2018

Macros

Error.bat

PowerShell

Payload

Drops

Contains

Downloads
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Threat actors TTPs: improvements over time

Evolution of TTPs: defense evasion

▸ From January 2019 phishing document reflectively loads DLL to memory to bypass Windows Antimalware Scan Interface (AMSI)

▸ From February, later versions of the DLL just modify six bytes in AMSI itself to effectively disable its functionalities
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Threat actors TTPs: improvements over time

Evolution of TTPs: network connections, anti-sandboxing

From Feb 2019 threat actors use domains instead of IPs

Oct 2018 Feb 2019

Checks the size of the hard disk of the infected endpoint

Delaying the script’s execution of 500 seconds 

Different techniques to avoid discovery by automated malware analysis tools found in different documents:
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Threat actors TTPs: Empire strikes back

Empire strikes back
Similarities between attackers’ code and open source project suggest threat actors exploited PowerShell Empire

What is PowerShell Empire?

• Stealth and versatile attack framework 

• Open source (GitHub)

• U`sed to craft attacks and download 
further payload on infected machines

• Can run PowerShell agents without 
needing powershell.exe on the target

• TLS Encrypted communications

• Can create malicious macro

What similarities?

• URLs paths discovered match standard 
Empirs’s URLs for C&C:

/admin/get.php

/news.php

• Code similarities between PowerShell 
samples and Empire’s redirector class

• AMSI bypass is part of Empire’s standard 
defense evasion techniques
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So What?

Lesson learnt from research into EmpireMonkey

2

1

3

M O R E  G R O U P S

Perceived profitability of previous campaigns
is attracting new cybercriminal groups like
EmpireMonkey to target banks

G R O W I N G  
S K I L L S

O N G O I N G  
T H R E A T

Not all cybercriminal groups 
are born “sophisticated’”

Undeterred and actively 
targeting banks
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The End

Thank you!



This publication has been written in general terms and we recommend that you obtain professional advice before acting or refraining from action on any of the 
contents of this publication. Deloitte LLP accepts no liability for any loss occasioned to any person acting or refraining from action as a result of any material in 
this publication.

Deloitte LLP is a limited liability partnership registered in England and Wales with registered number OC303675 and its registered office at 1 New Street Square, 
London, EC4A 3HQ, United Kingdom. 

Deloitte LLP is the United Kingdom affiliate of Deloitte NSE LLP, a member firm of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee 
(“DTTL”). DTTL and each of its member firms are legally separate and independent entities. DTTL and Deloitte NSE LLP do not provide services to clients. Please 
see www.deloitte.com/about to learn more about our global network of member firms.

© 2019 Deloitte LLP. All rights reserved.


