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 Global cyber-defense consultancy

 Primarily work with Tier-1 Financial Institutions and those with ‘a lot to lose’ 

 Been doing Red, Blue, and Purple (all the colours of the rainbow) for a long time

 AASE, CBEST, iCAST, TIBER, TAS, STAR, Red Team…

 CSIR, CIR, CCPT - .com. & .gov - gives us visibility of attacks, attackers and compromises 
across a range of industries and sectors, including nation state attackers.

WHO ARE WE –F-SECURE 
CONSULTING
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SAMUEL PUA

 Security Consultant at F-Secure

 Red Team exposure & experience

 Have been developing toolset to aid in red team engagements

 Presented at InfoSec in the City 2019 on red team persistence tooling

WHOAM I?

telboon
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INSPIRATION
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 Target: A global financial institution

 Multiple email phishing campaigns 
were prepared

– Targeted phishing campaigns for 
smaller groups (<5 employees)

– Large-scale phishing campaigns 
(>50 employees)

INSPIRATION
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PRE-SENDING OF EMAILS

 Infrastructure to be set up

SENDING OF EMAILS

 Payloads preparation

 Email content preparation

 Metadata management

POST-SENDING OF EMAILS

 Detection of phishing flagging

 Detection of investigation

SENDING EMAILS SHOULD BE 
EASY…RIGHT?

RESULTS

Significant amount of time spent on 
testing of payloads & emails

Lower ROI
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FOCUS ON EMAIL PHISHING
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INCREASING FOCUS ON EMAIL 
SECURITY 

TECHNOLOGY
 More and more detective & preventive systems built around email systems

 SPF, DKIM, spam filters

 Sandbox, email inspection

PROCESS
 More organisations are aware of the risk of email phishing and have put 

processes in-place to manage it

 Detection, response processes are in place

PEOPLE
 Employees & users are more aware of signs of email phishing

 Return on investment is significantly lower
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WHAT ARE THE OPTIONS?

SMS PHISHING
Pros:
 Ease of conducting large-scale phishing

 Low-cost of execution

Cons:

 Target device not on network

CYBER-PHYSICAL ATTACKS
Pros:
 Difficult to attribute attacks

 Less telemetry on attack source

Cons:

 Low ROI

 Increased Risk

VOICE PHISHING
Cons:

 Difficult to conduct large-scale 
phishing

 Increased complexity to lead 
to code-execution

Pros:

 Ease of creating 
rapport

and many others…
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WHICH OF THESE IS THE REAL 
MESSAGE?
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REAL MESSAGE



PUBLIC © F-SECURE CONSULTING

PEOPLE
 A less used vector, especially for targeting organisations, most users are not wary of 

SMS as a phishing vector

 Difficult to tell the difference between a real message vs a phishing SMS

SMS AS AN ALTERNATIVE

PROCESS
 Few organisations have processes in place to monitor SMS

 No monitor -> No detection -> No response

TECHNOLOGY
 MDM solutions generally do not monitor content of SMS

 No accessible mechanism to tell real messages from spoofed ones
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SMS AS AN 
ALTERNATIVE
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EFFECTIVENESS OF SMS IN THE KILL 
CHAIN

Reconnaissance Exploitation

Lateral
Movement Escalate 

Privileges

Information
Gathering

Actions 
On 

Objectives

Persistence

EXPLOITATION
 Pretexting 

 Delivery of payload

 Phishing for VPN credentials

LATERAL MOVEMENT
 Gaining code execution

ESCALATE PRIVILEGES
 Subverting 2FA in critical systems
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TAPIT –SMS PHISHING 
FRAMEWORK
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 Internally developed application to assist in SMS Phishing within an attack chain

 Specifically aims to create SMS phishing with 
high ease for the following activities:

– Pretexting

– Credentials Harvesting

– Payload Delivery

– 2FA Phishing

TAPIT–SMS PHISHING FRAMEWORK
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EXAMPLE 1 
LATERAL MOVEMENT
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 You have achieved initial compromise and have beacon on one machine

 You need to move on to more hosts to improve your attack surface

 You have obtained information that HR sends SMS messages to employees using 
alphanumeric sender ID of “ACME HR”

 You have obtained knowledge that the organisation uses Office 365 for their email and 
SharePoint

 You have backdoored a MS Word document on the company shared folder

EXAMPLE 1 –LATERAL MOVEMENT
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CREATING SMS TEMPLATE
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POPULATING VICTIM CONTACTS
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BUILDING SMS PHISHING CAMPAIGN
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MONITORING CAMPAIGNS
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VICTIM’S POV
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EXAMPLE 2 
2FA PHISHING FOR 

CITRIX
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 You have identified a high-value target that gives access to the bank’s SWIFT network

 The target is accessible only through a Citrix host 

 You have the credentials of a SWIFT user, but the Citrix configuration requires SMS-based 
2FA for login

 You have identified the alphanumeric sender ID of the 2FA system as “ACME Citrix”

EXAMPLE 2 –2FA PHISHING
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CREATING WEB TEMPLATE
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BUILDING SMS PHISHING CAMPAIGN
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VICTIM’S POV
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HARVESTING CREDENTIALS
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CONCLUSION
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 Phishing is dead. Long live Phishing!

 Humans are viable as an attack vector 
in some circumstances

 SMS Phishing can be a useful tool in a 
social engineer’s toolkit

CONCLUSION
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