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What are Industrial Control Systems?

4

Industrial control system (ICS) is a term used to describe an umbrella of control systems and
automation instrumentation that include logic controllers, networks, servers and application
software

Sensors and actuators: allow interaction with the
physical world (pressure sensor, valves, motors,

)

Local HMI: Human-Machine Interface, permits
the supervision and control of a subprocess

PLC: Programmable Logic Controller : manages
the sensors and actuators

Supervision screen: remote supervision of the
industrial process

» Data historian: Records all the data from the
production and Scada networks and allows
exporting to the corporate IS (to the ERP for
instance)
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Lo Threat Landscape

O
Malware Injection security policies
through USB Drivess  Lack of intrusion * Untrained
Enterprise Infrastructure Level 4 Vulnerable version detection and professionals
of software in use prevention systems o Lack of
Lack of adequate awareness
Remote access to Improper logging * Improper
Antivirus, Terminal OT system and monitoring segmentation of
Services, Patch Level 3.6 Misconfigured Improper network legacy systems
Management firewall segmentation. + Change
9 IT Related Risks management
+ Patch
Historian, Active Default security patches management
Directory, Engineering Level 3 configurations are Inadeguate testing of + Configuration
Stations used - security changes management
OS and application . Asset
Management
. . Insecure remote Dual network e Virtual
SCAPA/ _H'Stor'an / access on ICS interface cards (NIC) environment
Application Server components to connect networks « Backup
management
* Supply chain
Insecure transport Denial of Service * Decommissione
PLC/ DCS / RTU/ Local Level 1 layer security Data unprotected on d devices
HMI Lack of authentication portable device + Identity and
and authorization access
management
Physical Damage * Electromagnetic « Undefined
Sensors, Pre-Actuators Level 0 Harglv_vare Tampering In.terference and policies and
& Actuators Malicious Hardware Discharge
: procedures
Mounting
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n C
order of importance, priorities are:

confidentiality, integrity and
availability

onfidentiality is the top priority. In

Use of hardware, software and

store, process and output data

communication systems used to input,

eThe goal is to achieve effective
business operations through

Ethernet and Wireless Protocols

enterprise solutions, using modern

oT

Control and Availability is the top
priority in OT. In The new order:
control, availability, integrity, and
confidentiality

Use of hardware and software
elements to perform real-time
monitoring, automation, device
control and generate events

The goal is to achieve automation of
machines, processes and systems
through point-to-point network in
isolated environments

Convergence of IT and OT domains have given rise to shared Cyber Security concerns

Open-ended access to all devices
emerging out of the IT network
which allow remote control of OT

devices

Wide range of OT protocols which
use cleartext communication that
allows eavesdropping

Advanced threat vectors acting on

the OT network causing not only

data loss but potentially could
harm the human life as well
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Smart Maintenance Systems

Autonomous maintenance
systems would add more attack
vectors to the picture

Self-driving vehicles

The attack vectors on wireless
communication would add-on
due to autonomous vehicles on
the shop floors

Robotic Fixtures

* The robotic fixtures would be
maintained and controlled
through mobile apps

Smart Supply Network

* Connected inventory
tracking and supply chain

Mobile Workforce

Service
Disruption

Intellectual
Property

Why is it difficult?

» Different vendors and service
providers

» Lack of vendor support for
security updates

* Proprietary software and
protocols

New Attack Vectors ?

‘©b ﬁ
Physical Monetary
Harm Gains

Lack of support for network
security controls
Lack of interoperability

Lack of support for security
unified monitoring and
operations

» 802.15 Wireless HART Protocol ¢ Supplementary IT Services

* Cloud Services connected to
ICS infrastructure

* External services in the cloud
environment

which may be vulnerable
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PHD Server L4

Normal communication
path (Assumption)

l Attack Path (expected)
. ===2_ Reverse shell path

-0
Eales] I’ ————————————————————————————————————————————————————————— \l
IP Filter I NTP Multi-homed }
Port : 3389 : Lo : systems: XSS, Shell !

hiniaininie ¥ Iiaiainly > _aaainiaiateiieieiie it Vinialh Wiainins -+ Breakout, Privilege
1 Primary Domain Escalation
@ - Controller
Y . Y
L3 Network == C

Experion Server Secondary Domain £ g Historian Server .",‘ 7
Contoller 'y 7.
- " - (’: 3 X7

=y o

Port Allowed : 502

L2 Network

O
HH

Wireless Gateway:
Privilege Escalation,
XSS

Wireless Gateways

L1 Network
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using the

s o Gained access through compromised credentials at

I ! IT domain level and utilized them to login into the PHD Server L4 -
! PCAnywhere software

' |

| - q

——— -8y S

4

1 RDP into the system from
IP Filter I AV Server the PSLCPC using the
|
I

. compromised domain
Port : 3389 = =2dmin credentials from the

l—§§_N§t_w_o_r____K—_________Tnmﬁﬁmmqe&———__
===

. PDC Server e RDP into the system from the
- Domain  Controller using the
_® # ‘_@ - : compromised domain admin

< redentials _from _the network

Access is only allowed to the Experion Experion Server 9 RDP into the system from
server for Active Directory the_: Domain Contrc_)ller
synchronization, however access ;smg_ Thz _Compl'c?m![_seld

- omain admin credentials
enabled on iports Port Allowed : 502 from the network

e Access allowed to
PLCs and Controllers
through port 502
(Modbus/tcp)

PLC
L1 Network

VPN Server/. INTERNET
< m An attacker can exploit this

vulnerability and directly gain
access to L3.5

.Qersmtent reverse shell Attack Path (expected)

xp_cmdshell Normal communication

using the path (Assumption)

@=====9J Reverse shell path

An attacker can exploit the !
PHD Shadow  pyp  cojjector using the !
192.168.11.112 xp_cmdshell or eternalblue 1
exploit and add a persistent !
severshelltalevel 4 — — — — = 4

Note: Reverse path has been exploited
during internal testing and has not
been exploited explicitly during

The PLCs and
e controllers are
accessible from the
Experion server and
were then used to read
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g'::loerr'an Normal communication
Gained access through path (Assumption)
compromised credentials at IT Ports allowed : Gl £ t1acK Path
domain level and utilized them l

1433 (expected)

L4 Network

Historian Server

9 System vulnerable to L35

Eternal Blue. System

1
1
Access is allowed only for I
port 1433. 1
1
1
1

Systen;vr:xlrlmlerable to1433 exploited and dumped N etWO I k
xp_cmdshell on port 143 credentials and OT domain
which is exploited to gain

N e e e e e e X hashes _ _ _ _ _ _ _ o o o o o e -
system access

. Using the domain credentials The attacker then
Domain Controller 9 obtained from previous system e replicates the DC
l we used psexec module to gain hashes using DC-Sync
- - e access to the Domain and cracks passwords
._® ‘ Controller offline

L3 Network

. . i i The PLCs and controllers
Access is allowed only to specific IP Secondary DC e Using the domain e ioaderinb st
addresses such as the Backup Domain credentials obtained from
Controller X previous system we used Backup DC and were then

B Port Allowed : 502 - Cd psexec module to gain used to read and write to
. access to the backup the PLCs and Controllers.

Q Access allowed to
PLCs and Controllers
through port 502
(Modbus/tcp)

PLC

L1 Network
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Gained access through
Historian ::19rdnpror_niTed (I:redgnti.e;.ls e:jt
Server omain level and utilize
o them through Eternal Blue

exploit B Ports allowed : 1433

Normal communication

path (Assumption)
M

Attack Path

(expected)

etwork

Hlstorlan System vulnerable to

\
[ € "- Eternal Blue. System !
@ Access s allowed only forI (3] oqalleried ane dlumraes] L35 !
port 1433. System ' credentials and OT I
vulnerable to 1 dermen heshes Network 1
xp_cmdshell on port 1433 '\ Port Allowed 80, 22 ,‘
which is exploited to gain ~——~-=-—-=-—--=-=-=-=-=-=-=--=-=- t]‘. “““““““ A S
system access NTP S 9 sing the system compromised we Gained access on SSH to the
l ) erver Fm gained access to the NTP server on server with default credentials.
_ IP Filter port 80. Exploited command execution, Exploited CVE-2014-5070 and
and enumerated SSH user gain privilege escalation

L3 Network

Added a route to the Experion @ The PLCs and controllers are

(6) Access is only allowed to the Experion Server m @ server and gained access to the accessible from the Experion

Experion server for time server using the Eternal Blue server and were then used to
synchronizationghowever Port Allowed : exploit. Using the access the read and write to the PLCs and

accegg enabled'®n all S 502 attack team was able to
L2 Network ‘
i

@ Access allowed
to PLCs and
Controllers

through port 502
(Modbust/tcp)

Controllers.

\ Compromised PLC

PLC

L1 Network
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mbtget 172.16.192.2 -n 7

C

CLCICICICH I
000e0e1) :
00002) :
0000e3) :
00004) :
OBEO5) :

* mbtget - Simple perl script for make some modbus
transaction from the command line

*  ControlThings - Platform consisting of all tools
required to test the OT / loT environment

1
1
2
3
-4
5
6
7

*  pymodbus: Python library for Modbus protocol AEOE06) :
implementation using twisted for its asynchronous
communications core
J‘i
+  pyModbusTCP: A simple Modbus/TCP client library . /& i }‘\.- Y (P "
for Python M ﬁ UL} "‘ * A ﬂ" q M! f 1%
4 : w WLLWM“ wu --’u»wﬁ TN Wt VL nd

*  EXPLIoT: Framework for loT Hacking

Wireless HART Testing

*  HackRF w/ GNURadio and gqrx: Wireless HART
communication interface

IL] ‘F\ppl'-r' a display filter ... <Cirl-/> v] Ex
. WirelessHART_Parser: Ana|y3|s Of the MNo. Time Source Destination Protocol  Length Info
. . . . . 11.. 454.610432 2a3@3:28808:281:.. 2601:1c@:cf@B.. TLSv1.2 185 Encrypted Alert
WirelessHART communications in the air 11.. 454.61P432 2a@3:2880:F201:.. 2601:1c0:cfoe.. TCP 74 443 » 60522 [FIN, ACK] Seq=
610477 26@1:1c@:cf@R:5.. 2a03:2880:20.. TCP 74 68522 > 443 [RST, ACK] Seq=)
. Wireshark: You know Why 11.. 454.616387 AsustekC 35:e4:.. IntelCor 38:b.. ARP 42 Who has 192.168.29.2502 Tel

11.. 454.616412 IntelCor_38:be:.. AsustekC 35:e.. ARP 42 192.168.29.250 is at 7c:5c:

11.. 454.629407 22303:2880:7201:.. 2601:1c@:cf@e.. TLSv1.2 668 Application Data
H H 11.. 454.629604 26@1:1c@:cT@B:8.. 2a@3:2880:T20.. TLSv1.2 185 Encrypted Alert
OT EnVIronment TeStIng 11.. 454.629865 26@1:1c@:cfe@:8.. 2a@3:2380:120.. TCP 74 6@533 =+ 443 [FIN, ACK] Seqg=|
11.. 454.649158 23@3:2880:7201:.. 2601:1c@:cf@@.. TLSv1.2 185 Encrypted Alert
L] 1 i -
Metaspl_0|t, nmap, JTR, aircrack-ng, Nessus, Frame 4650: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface o
Burpsulte, Ettercap, Sqlmap, Ethernet II, Src: IntelCor 38:be:bd (7c:5c:T8:38:be:bd), Dst: AsustekC_35:e4:c8 (1c:87:2c

Internet Protocol Version 4, Src: 192.168.29.258, Dst: 23.92.23.135
Transmission Control Protocol, Src Port: 68424, Dst Port: 443, Seq: 2428, Ack: 931, Len:

12
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Devices exposed on the internet and operate on Insecure Modbus TCP protocols
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Getting Started @ Web Slice Gallery i} Imported From Fire.. @ SportStreamtv [ Rogue AP Detection s Live Extra Schedule...

Ning pratocels are some of the la

<hat the industrial co
s require auther

scross the Incermer. Many of them were developed b

of the protac

SIEMENS dnp

DNP3  (Dissribuce
commur

proce:

elecuric and wa:
Explore Siemens 57

New Service: Keep track of what you have connected to the Internet, Check out Shodan Menitor

1199218215

Philippine Long Distance Telzphone

Y Phiipones, Fateos

HTTP/1.1 400 Bad Request\rinServer: openresty/1.11.2.5\r\n0ate: Tu GMTyr\nContent-Type: text/htnl\rinCont 178\ r\nConn

on: elose\rinleinchinls\ r\ncheada<title»400 Bad Requeste/titler</head\r\n<body beeolor="sh1te">\r\ndcenters<h1»400 Bad Request</hl»</centars\.

Explore DNP3 China 6767
Urited States 2,800
Tahian 2 107.151.243.138 @
Ethen el VpsQuan LLG.
Hong Kang iy
developed as part of the Niazara framew erhen/p was intro Germany m BE ed Sisis, Cheyerne
manly seen in building sucoma
automation.
Explare Niagara Fox st Explore EtherNes/IP HTTR/1.1 420 Bad Request\r\nContent-Type: text/hinl; charset=us-as Dete: Tue, 17 Sep 2019 B4:17:22 GHT\r\nConnectio
Explore BACnet China Telecom Taizhou 2890 n: close\rinContent-Length: 326\r\n\r\n<! DOCTYPE HTML PLBLIC "-//¥. org/TR/htnl4/striet. did">\ F\n<HTML3<HEAD
HiNlet 240
VpsGuan LLC 1509
& (s China Telecom Lishui 1347 107.151.234.28 2
Senvice Request Transpart Protocol (GESRTR) protcol i China Telecom Zhejiang m VpsQuan LLC.
developed by GE Intelligent Pi: earlier GE Fanuc) for
f data from BE Unied Sosos. h
netstle sdvamaze it that ftcan communicate Explore PCWorx 5 Lnited Sttes, Cheyenne
Explore GE-SRTP wiring.
Explors HART-IP Windows 7 or & a7 HTTR/1.1 420 Bad Request\rinContent-Type: text/hinl; charset=us-as \nServer: Mierosoft- Q\rirDate: Tue, 17 Sep 2019 04:04:43 GNT\r\nConnec
Linux 11 n: close\r\ntontent-Length: 326\r\n\r\neIDOCTYPE HTML PUBLIC °-//W3C//OTD HTHML 4.21//EN""hitp:/ fumw w3, org/TR/htil4/strict. dtd"™>\ rAn<HTHLS<HEAD
g OMRON dign | e 1
AWELECTRC
Linux 26.x 1

Explore by protocol / type
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Is this information you would want pirates or enemies to see?
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2830 89kn - ) P —— +  Spread malware/ransomware
— = : N ok —2yietngm, S oy WA N N SR X i N
265823000 ) : % | ;;%.Camboqm g ", A Bgopi k1 1 ""Q‘Q k"é 1 &QQM Qg N0O*36'54.80
ast report o Ry v .. Andat¥Bn Sea L LR Y o E097°07'08.90,
41 hours (Sep 17, 2019 15:29 UTC) AHTS VESS! ) W nﬂﬂxﬁ z .; 0/FRONT EMINENCE = x [ 3905152}3971121) .
3 _ \’ y | Q% P = D”
L SG SIN SG SIN e
> 2 Y. & ur ) 1 . -0 131 2019-0¢ ) =
TR N ' " ATD: 2019-09-09 13:3 ATA: 2019-0-00 13:42 @ Q - > Ev. j;
: ; ‘ < . = & {73
TOTAL: B8 ] Fay =N - » 0‘9‘ < %(ﬁ
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Markit Maritime Portal | Magazine Digital Editions | DPC Awards | Safety at Sea Awards | Webcasts | Whitepapers

Search for articles or companies L)

Commerce I Bulkl Contaimner I Tankers I Markets I Safety & Regulation I Ports I Dredging

Fairplay » Safety & Regulation

Hackers took “full control’ of container ship’s navigation
systems for 10 hours

Tanya Blake, editor, Safety at Sea | 22 Movember 2017

Print (=]wlin}l f QL

A “pre-warning”, about what will happen in the future of shipping, with pirates using hacking to gain control and entry to

vessels in order to carry out kidnap and ransom
Source: HIS Fairplay

Had to bring IT experts on board Suddenly the captain could not manoeuvre
The 10-hour attack was carried out by “pirates” who gained In February 2017 hackers reportedly took

full control of the vessel’s navigation system intending to control of the navigation systems of a

steer it to an area where they could board and take over. The =~ German-owned 8,250 teu container vessel en
crew attempted to regain control of the navigation system route from Cyprus to Djibouti for 10 hours.

but had to bring IT experts on board, who eventually
managed to get them running again after hours of work
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