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NEWS & UPDATES
CRESTCon Asia 2019 & Call for Sponsors Conference Programme :
Opening Speech by Dr. Steven Wong, President
. . . Association of Information Security Professionals
AiSP launched CRESTCon Asia 2018 in Jul 2018. Welcome Speech by Mr. Rowland Johnson
More than 175 local and global participants CREST International
attended the conference in Singapore. Smashing SMS Phishing (SMiShing) Campaigns
by Samuel Pua
CRESTCon Asia 2019 is happening on Friday, 20 F-Secure
R - eBPF - Android Reverse Engineering Superpowers by
Sep at the Rendezvous Hotel in Singapore. Join us Terry Chia
for a day of knowledge sharing and networking! Centurion Information Security

Tea Break & Showcase

Delegate or Escalate? The Dangers of Kerberos
Delegation by Jared Yeo

MOH Holdings Pte Ltd

Hunting Quality: Applying CI principles to offensive
and defensive workflows by Aliz Hammond

F-Secure

Sponsored Networking Lunch & Talk By Booz Allen
Hamilton

Thinking Like a Hunter by Nathan Hartzell

Booz Allen Hamilton

Red Teaming — Seizing the Initiative Back by Tom
MacDonald (Mac)

Nettitude

The State of Industrial Control Systems Security
Implementation by Anish Mitra and Harsha Bhat
KPMG India

Network Evasion — Now you see me, now you Don’t by
James Anderson

FireEye

Tea Break & Showcase

ATMs: Unravelling the Metal Box by Vincent Tan
F-Secure

EmpireMonkey: Evolution of a Cybercriminal group
targeting European Financial Institutions by Luca

Organised By: Supported By: Berni
~Q) Deloitte
=STe

Please visit www.aisp.sg for conference details.
Conference registration ends on Friday, 5 Sep 2019
and limited tickets are left. If you want to attend

Booz | Allen | Hamilton IBDO conmissum CRESTCON Asia 2019, please ontact us @
= e secretariat@aisp.sg.

Sponsors:

|
Digital RAID F-Secure W NETIITUDE

Ospirent wizlynxgroup g ZIMPERIUM

MOBILE THREAT DEFENSE
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AISP CyberFest 2019

AiSP SME CONFERENCE FOR
CYBERSECURITY AWARENESS 2019

Organised by the Association of Information
Security Professionals (AiSP), the AiSP SME
Conference for Cybersecurity Awareness 2019 is
a unique event that brings together small and
medium enterprises to discuss the importance of
being cyber aware. The event provides you with the
opportunity to share your experience, skills and
knowledge to show how cybersecurity can benefit
your company.

AIiSP aims to elevate cybersecurity awareness
among SMEs and establish a self-sustaining
ecosystem with active participation from
government agencies, business associations,
cybersecurity communities, and vendors.

Under the Cybersecurity Awareness & Advisory
Programme (CAAP), AiSP aims to launch and
share its CAAP Body of Knowledge for SMEs to
understand the importance of cybersecurity and
how they can respond to cyber threats. AiSP also
plans to create a vendor partner list that businesses
can refer to for assistance or to purchase
cybersecurity products.

Date: 4 Nov 19 (Mon)
Time: 1pm to 6pm

Venue: Lifelong Learning Institute
Event Hall 1-1 & 1-2

Details of the Conference are available at
www.aisp.sg. If you are interested in sponsoring the
event and giving a talk or setting up a marketing
booth, please contact vincent.toh@aisp.sg.

Enjoy an Early Bird Discount* of 20% for
sponsorship packages if you signed up by Friday
6 Sep 2019. *Terms and Conditions apply.

Registration for the Conference will start on 16 Sep
19 (Mon) and is free for everyone to attend and
participate in. Please contact event@aisp.sq if you
are interested to join the event. Do invite your
friends and colleagues to attend as well, to
understand the importance of cybersecurity and
how we can respond to cyber threats.

Organised by: Supported by:

AIDIP TSR
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The Cybersecurity Awards 2019

@ THE CYBERSsSCURITY
Y Anwrds
B Tiweraz
i —
Organised by Supported by
| S/
Supporting Associations
EEEE  csa YHTCIA
S
ISACA A itSMF =z
Singapore Chapter #ap1% ¥E Servics Maaagement Porim
Supporting Partner
ClO
ACADEMYASIA
Platinum Sponsors
~
il . %.% ST Engineering

CISCO CyberProof

Gold Sponsors
PCSs M oo
NEC pwec Slngtel

Silver Sponsors

BDBS  ENSIGN
RSA Sy
73 TREND Wsg

Workforce
Singapore

ATTILA
CYBERTECH

{)FIReeYE

THALES

The Cybersecurity Awards 2019 & Gala Dinner
will be held on Friday 8 Nov evening at Marina Bay
Sands. Event details are available at
www.thecybersecurityawards.sqg. Do join us for a

night of networking and celebration if you have
missed out our inaugural awards last year!

We have limited sponsorship packages left. Please
contact yvonne.wong@aisp.sq if you are interested
in sponsoring and celebrating this prestigious
cybersecurity awards and gala dinner event.

AISP members can purchase tables at a special rate
if you wish to be part of this prestigious event. Please
contact us at secretariat@aisp.sg for more details.
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AISP Aug 2019 Activities

Volunteer at St Vincent Home

On 12 Aug 2019, AiSP Intern Eindra Kho and 4
students from Singapore Polytechnic (SP) were at St
Vincent Home, to teach 20 elderly participants on
using tablet to watch shows and read news online,
and how to stay protected on the Internet. This is part
of AiSP’s Student Volunteer Recognition
Programme where students contribute and serve the
community beyond their curriculum.

Eindra said that “l was given the opportunity to plan
a small event to teach elderly how to stay abreast
with the Internet. This experience has helped me step
out of my comfort and try something new that | have
never done. During the event, | got to interact with
the elderly and engage them in some meaningful
activities.”

AiSP would like to thank SP students for
volunteering in the event during their exam break
and St Vincent for providing AiSP an opportunity to
give back to the community.

Monthly Technical Talks

Two notable speakers shared their insights on 26
Aug 19 for the AISP August Monthly Event, at
NTUC Learning Hub.

Mr Edwin Chua (Director, LEAP Asia) spoke on
“Cybersecurity Business Enable”.

Mr David Ong, (Founder & Managing Director,
Attila Cybertech) spoke on “Cybersecurity
Vulnerability and Resiliency for Cyber Physical
Systems”.

AIiSP would also like to thank Attila Cybertech and
LEAP Asia their sponsorship of the event, and Skills
Future Singapore for their support in making this
event a success.
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Ladies in Cyber

As part of ongoing collaboration with Singapore
partners to recognise 1 Sep 2019 as International
Women in Cyber Day, AiSP organised the Ladies in
Cyber Networking Session and Mentors Night on 28
Aug 19 at Eighteen Bali to celebrate and
commemorate International Women in Cyber Day.

As part of the celebration, AiSP also launched the
Ladies Mentoring session where our AiSP Female
Members help to mentor the female students
studying in the Cybersecurity in institutes of higher
learning.

o

)
e
P
5

AISP would like to thank Eighteen Bali, Ensign
InfoSecurity and TrendMicro for their sponsorship
for the event and Skills Future Singapore for their
support in making this event a success.

Cybersecurity Awareness & Advisory
Programme (CAAP)

CAAP Presentation in Mandarin

As part of the Singapore Chinese Chamber of
Commerce & Industry 2019 Annual SME and
Infocomm Commerce Conference and SME Expo,
Ms Sugar Chan, AiSP EXCO Co-opted Member and
CAAP Working Committee, conducted a CAAP
sharing in Mandarin on 22 Aug 19 to share the
importance of cybersecurity for SMEs and the
digital risks involved. This is the first time that AiSP
presented the talk in Mandarin.

SYEice

conmBicE Bt

AiSP would like to thank both Singapore Chinese
Chamber of Commerce & Industry for this
collaboration, and Ms Sugar Chan to share with the
participants despite her busy schedule, respectively.

Ms Sugar Chan, 2" from the left representing AiSP in the panel discussion

Association of Information Security Professionals (AiSP)

Page 5 of 10




AISI2

Advance Connect Excel

CAAP Workshop at Asia Risk &
Resilience Conference (ARRC) 2019

AISP supported the Asia Risk & Resilience
Conference (ARRC) 2019 from 28 to 30 Aug 19, and
reached out to local and overseas delegates over the
2-day exhibition at Marina Bay Sands.

As part of the 3-day conference 2019, Mr Johnny
Kho, AISP Vice-President and EXCO Lead for
CAAP Working Committee conducted a full-day
CAAP workshop on 30 Aug 19, at Novotel
Singapore. He shared insights and trends in
cybersecurity resilience, and ways to formulate
digital business strategy for workforce compliance
and managing human risks.

AiSP would like to thank both the organiser of Asia
Risk & Resilience Conference (ARRC) 2019 for this
collaboration, and Mr Johnny Kho to share with the
participants despite his busy schedule, respectively.

usie - Maintaining Cyber-
Securi lience

AISP aims to promote better cybersecurity
awareness and preparedness of our SME companies
and individuals through CAAP seminars, workshops
and focus group discussion. We believe proactive
awareness and a pre-emptive approach will help
businesses avoid cybersecurity breaches that may
have an adverse financial and reputational impact.
Therefore, participation in this programme enables
companies to focus on their business growth with
confidence.

CAAP workshops and focus group sessions are
conducted for free by AiSP for the SMEs. Please
contact secretariat@aisp.sq if you are interested.

Upcoming CAAP Activities
Date Event
CAAP Focus Group Discussion -

5 Sep Cyber Security in the Digital
Transformation Age

Cybersecurity Awareness Booth
Showcase at People’s Association

CAAP Focus Group Discussion with
Knowledge Management Society

CAAP Focus Group Discussion with
14 Oct  MOE School Leaders from special
needs schools

AiSP SME Conference for
Cybersecurity Awareness 2019

9 Sep

10 Oct

4 Nov

Association of Information Security Professionals (AiSP)
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Student Volunteer & Recognition
Programme (SVRP)

AiSP promotes volunteerism efforts of students from
Institutes of Higher Learning in Singapore as they
develop their interest in info/cyber security. Criteria
for recognising student volunteers is based on three
capabilities — Service, Skill, Leadership.

AISP offers volunteering opportunities for students.
Please visit www.aisp.sg/events.html and refer to
events that indicate “SVRP Ambassador.”

AISP SVRP Internship Partners for

SVRP Gold Recipients

AC ro n I S Booz | Allen | Hamilton

SINGAPORE INFOSEGCURITY

GOVTECH i@YBERV:

By Graystone International

ONGOING /UPCOMING ACTIVITIES

CREST Practical Exams

Type

CRT, CCT APP, CCT INF

Date

Upcoming Events

Date

5 Sep

7 Sep
9 Sep
16 Sep
20 Sep

23-24 Sep

25-26 Sep
26-27 Sep
1-3 Oct
2-4 Oct

9-10 Oct

10 Oct

14 Oct

16 Oct

16 Oct

Event

CAAP Focus Group
Discussion - Cyber Security in
the Digital Transformation
Age

NUS-NCL Trial Test Session 2

Cybersecurity Awareness
Booth Showcase at People’s
Association HQ

AISP Monthly Event with
HTCIA

CRESTCon Asia 2019

MarketsandMarkets Industry 4.0
Conference: Cybersecurity &
Industrial Internet of Things

Cyber Security for Critical
Assets (CS4CA) APAC

Business Continuity
Management Asia Summit

Singapore International Cyber
Week

DSE Vietnam Singapore
Pavilion

Cloud & Cyber Security Expo
2019

CAAP Focus Group
Discussion with Knowledge
Management Society (KMS)

CAAP Focus Group
Discussion with MOE School
Leaders from the Special
Needs School

Career Talk by Ladies in
Cybersecurity at St
Margaret's Secondary School

AiSP Monthly Event

27 Sep 19 (TBC)

By

AiSP

AiSP

AiSP

AIiSP
AiSP

Partner
Partner
Partner
Partner

Partner

Partner

AIiSP

AiSP

AISP

AiSP

For updates or more information about these events,
please visit https://www.aisp.sg/events.html
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PROFESSIONAL DEVELOPMENT

Qualified Information Security Professional
(QISP) Course

The QISP course is jointly developed by AiSP and
the Institute of Systems Science, National University
of Singapore. QISP is designed for entry to mid-level
Information Security Professionals, and any IT
Professionals who are keen to develop their
knowledge in this field. At the end of the course, you
will be able to:

= Undertake information security risk assessments
of networks and systems and recommend risk
treatment options.

= Craft appropriate information security policies to
address information security risk.

= Manage operational security risks.

= Provide advice, from the information security
perspective, on compliance with Singapore laws
and regulations.

For more information on exam registration, course
fees and funding, please visit to www.iss.nus.edu.sg.

OTHER INFORMATION

Membership
Type Benefits
Individual = Recognition as a Trusted
Membership Infocomm Security
Professional
= Use the MAISP (Ordinary
Member) title as your
credentials
= Free and discounted rates for
events by AiSP and partners
= Priority for activities, talks
and networking events
Corporate = Listing on AISP website as a
Sponsorship Corporate sponsor
Program = Free and discounted rates for
(CSP) events by AiSP and partners

= Ten (10) complimentary
AiSP memberships for the
organisation

Type Benefits

= Special invite as speakers for
AISP events

= One complimentary
info/cybersecurity post in
AIiSP website (e.g. job
advertisement, article) per
month.

Corporate = Listing on AiSP website as a
Sponsorship Corporate Sponsor
Programme Free or discounted rates for
Plus (CSP+) events
/ Corporate Complimentary AiSP
Membership membership for your staff as
according to fee structure
= Special invite as speakers for
AISP events
=  One complimentary info/
cybersecurity post in AiSP
website per month.

Academic = Inclusion of an AiSP Student
Partnership Chapter for the Institute
Program = Ten (10) complimentary
(APP) AISP membership
= Listing on the AiSP website
as an Academic member
* Review of Institute's
cybersecurity course
curriculum once a year
= Speakers from AiSP to speak
at Student Chapter events
» Free and discounted rates for
events
= One complimentary
info/cybersecurity post in
AiSP website per month

For more updates or details about the memberships,
please visit www.aisp.sg/membership.html

CONTACT INFO

Please contact secretariat@aisp.sg for general or
advertising enquiry.
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From AIiSP Corporate Partners

WHAT'S YOUR STORY? is a poster competition for
kids aged 7-17 years. It's a fun way to discuss internet
safety with your students and there are great prizes to be
won for the students and your school!

Students Prizes

Ist Prize iPad Pro 11" 256GB worth $1.419
2nd Prize iPad Air 10.5 256GB worth $969
3rd Prize DJI Drone worth $599

4th Prize Shopping vouchers worth $100
Sth Prize Shopping vouchers worth $100
6th Prize Shopping vouchers worth $100
Tth Prize Shopping vouchers worth $100
8th Prize Shopping vouchers worth $100

LS SR S

Prizes

1st Prize Shopping vouchers worth $1,200
2nd Prize Shopping vouchers worth $900
3rd Prize Shopping vouchers worth $550

Enter Now:
Upload entries at https://whatsyourstory.trendmicro.com.sgq
from 1st August to 30th September 2019

supportedby: , {: 428 Google  facebook & “Hscfeoniine

The What’s Your Story? Poster Competition is now
accepting entries! It’s free to enter and is a fun way
to help discuss internet safety with students in your
classes and there are $13,000 in prizes to be won,
with prizes not just for the students but also for the
school! Please see the above flyer which has all the
details on how you can get be involved. Please help
to forward to your students and children to take part
in the poster competition.

If you have any queries, please feel free to email to
Ms Lynn Seetoh at lynn_seetoh@trendmicro.com.

For more details, please visit
https://whatsyourstory.trendmicro.com.sg/.
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AISP outreach and programmes are made possible with Academia and Corporate support.

Corporate Sponsors

ez RSN ENSIGN

nccgroup” QiFIrseYE @ TREND

ATTILA
CYBERTECH

Academic Partners

REPUBLIC SINGAPORE
POLYTECHNIC INSTITUTE OF SINGAR

& SMU ®@Temasek

ONERSTTY AGEMENT POLYTECHNIC

O
=20
am

SP

u The Association of Information Security Professionals (AiSP), formed in 2008, is an
I independent cybersecurity association that believes in developing, supporting as well
as enhancing industry technical competence and management expertise to promote

Advance Connect Excel the integrity, status and interests of Information Security professionals in Singapore.
s +656247 9552 We believe that in promoting the development of cybersecurity and increasing and

54  secretariat@aisp.sg spreading of cybersecurity knowledge, and any related subject, we help shape more
resilient economies.
@  www.aisp.sg
) AiSP aims to be the pillar for Information Security Professional & Profession in Cyber
Q@ 116 Changi Road by:
#04-03 WIS@Changi
Singapore 419718 =  Promoting the integrity, status and interests of information security
professionals in Singapore.
= Developing, supporting as well as enhancing technical competency and
management expertise in cybersecurity.
= Bolstering the development, increase and spread of information security
knowledge and its related subjects.
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